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10 PROXY MOBILE NODE CAPABILITY FOR MOBILE IP 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to mobile communications and, more 
1 5 particularly, to achieving proxy mobile node (MN) capability in a Mobile Internet Protocol 

(IP) infrastructure. 

2. Description of the Related Art 

Mobile Internet Protocol (IP) is an infrastructure and methodology for 
20 providing node mobility in an Internet environment. It allows transparent routing of IP 

packets or datagrams to mobile nodes over the Internet, which allows mobile nodes to 
change their point-of-attachment to a home network or the Internet without changing their 
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IP address. Such a flexible mobility functionality advantageously enhances network 
performance in telecommunications or wireless applications. 

TCP/IP is a set of protocols developed by the U.S. Department of Defense 
for communications over interconnected, sometimes dissimilar, networks which has 
5 become the de facto standard for data transmission over networks, including the Internet. 

IP (Internet protocol) is the protocol within TCP/IP that governs the breakup of data 
messages into packets, the routing of the packets from source to destination, and the 
reassembly of the packets into the original data messages at the destination. 

In Mobile IP, each mobile node is identified by its home address, regardless 
10 of its current point of attachment or connection to the Internet. A mobile node (MN) is a 

host or router that changes its points of attachment or connection from one network or 
subnetwork to another. This change in location occurs without changing its IP address. 
Thus, the mobile node may continue to communicate with other Internet nodes at any 
location using its (constant) IP address, assuming link-layer connectivity to a point of 
15 attachment or connection is available. 

Figure 1 is a diagram that generally illustrates a Mobile IP network known 
in the art. Provided in the Mobile IP network are the mobile node (MN) 10, at least two 
base stations (17 and 19) connected to the Internet, and a home network 27 also connected 
to the Internet. A radio tower serves each of the base stations, e.g. , radio towers 17A and 
20 19A for the base stations 17 and 19, respectively. 

MN 10 is shown as including a personal computer (PC 100) of an end user 
connected with customer premise equipment (e.g., CPE 101 that connects the end user's 




PC to a wireless network) . Customer premise equipment is typically the equipment located 
at the customer's site which denotes the demarcation point between the customer (or end 
user) and the service provider, e.g., a Tl line, wireless modem, radio, cable modem, 
digital subscriber line (DSL) or asymmetric digital subscriber line (ADSL) modems. 
5 The base stations 17 and 19 include Foreign Agent (FA) 170 and 190, 

respectively. In Mobile IP, a foreign agent is a router on a mobile node's visited network 
that provides routing services to the mobile node to which it is registered. The Foreign 
Agent delivers packets or datagrams to the Mobile Node (e.g., MN 10) from the mobile 
node's home agent (HA) 25 via tunneling through the Internet. A tunnel is a technology 

10 that enables one network to send its data over another network's connections. It works by 

encapsulating a network protocol (such as Mobile IP) within packets carried by the second 
network. For packets or datagrams sent by a mobile node, the foreign agent can serve as 
a default router for registered mobile nodes, and provide reverse tunneling if requested. 

The home network 27, which could be an ISP or some other address 

15 assigning authority, includes the Mobile IP Home Agent (HA) 25 and a server 20. In 

Mobile IP, a home agent is a router on a mobile node's home network that tunnels packets 
or datagrams to the MN when it is away from the home location, and maintains current 
location information for the mobile node. The server 20 is what the end user at the MN 
is attempting to access, although the end user may be attempting to access a server that is 

20 located elsewhere on the Internet. 

MN 10 is assigned a Mobile IP address and is responsible for registering 
it with the Mobile IP home agent (HA 25) at the home network 27. The mobile node 




functionality of MN 10 ensures that, as the end user moves between base stations (e.g., 
from MN 10 to MN 10'), the same Mobile IP address for MN 10 is maintained. When the 
mobile end-user at MN 10 moves from the transmitting range of the base station 19 to that 
of the base station 17, the MN 10 (through CPE 101) detects the new base station 17 and 
5 re-registers with the home agent HA 25. In doing so, it informs the home agent 25 of its 

new point of attachment, i.e. , its new foreign agent FA 170. HA 25 acknowledges the re- 
registration and updates its files to reflect the new location (namely MN 10*) of the end- 
user in the transmitting range of the base station 17. Once the new registration is 
complete, HA 25 forwards all Mobile IP packets destined for MN 10 to the new FA 170 

10 instead of the previous FA 190. 

Figure 2 is a flow diagram that illustrates a method for operating the Mobile 
IP network known in the art as shown in Figure 1. In step 201, a Mobile IP address is 
assigned to the MN 10. The base station (BS) 19 (through radio tower 19A) broadcasts 
a pilot signal within its transmitting range (step 203). Since the MN 10 is within the 

15 transmitting range of the BS 19, it detects the pilot signal (step 205), and sends a 

registration request to the FA 190 at the BS 19 (step 207). The FA 190 relays the 
registration request by the MN 10 to the HA 25 at the home network 27 (step 209). The 
MN 10 is then registered with the HA 25 (which can send back an acknowledgment), with 
the current FA being the FA 190 (step 211). Mobile IP packets or datagrams can then be 

20 transmitted between the home network 27 and the MN 10. 

In step 213, it is determined whether the MN 10 detects a new base station 
(BS). Should the end user be mobile and move within the transmitting range of a new BS, 




e.g., to the position indicated as MN 10\ the CPE 101' detects the movement and the 
control flow goes to step 215 . MN 10' then sends a registration request to the new FA 170 
at the new BS 17 (step 215). The new FA 170 relays the registration request by the MN 
10' to the HA 25 at the home network 27 (step 217). MN 10' is then re-registered with 
5 the HA 25, with the current FA now being the new FA 170 (step 219). The re-registration 

is acknowledged by an acknowledgment signal sent by HA 25 (step 221). The control flow 
is then directed to step 223. 

If in step 213 the MN does not detect a new BS, i.e., the MN 10 is still 
within the transmitting range of the BS 19, then the control flow is sent directly to 

10 step 223. In step 223, data are encapsulated into Mobile IP packet(s) for transmission 

between a source and destination, e.g., the MN 10 and the home network 27. If the data 
are transmitted from the home network 27 to the MN 10, the HA 25 encapsulates the data 
into Mobile IP packet(s) for transmission (step 223) and forwards them to the current 
agent, (step 225). If the data are transmitted from the MN 10 to the home network 27, 

1 5 then the foreign agent (FA 190 or FA 170 depending on location) encapsulates the data into 

Mobile IP packet(s) for transmission and forwards them to the HA 25 (step 225). 

The Mobile IP packet(s) are unencapsulated by the agent at the destination 
into the data as originally transmitted (step 227). If the data are transmitted from the home 
network 27 to the MN 10, the foreign agent unencapsulates the Mobile IP packets into 

20 original data (step 227) and forwards them to the MN 10 (step 229). If the data are 

transmitted from the MN 10 to the home network 27, then the HA 25 unencapsulates the 
Mobile IP packets into original data (step 227) and forwards them to the home network 27 



(step 229). 

The MN functionality described above requires the installation of software 
in either the PC 100 or the CPE 101 at the MN 10. This requirement leads to the necessity 
of installing software for the MN (in the PC or the CPE) for every end user of the Mobile 
5 IP network. Such a requirement complicates the configuration of PC 100 and CPE 101, 

and disadvantageously adds burden to deployment of a Mobile IP network. In addition, 
it adds overhead to the wireless interface by requiring the sending of registration messages 
on a periodic basis. 

Therefore, there is a general need in the art for an improved method and 
10 system for communicating information between a source and a destination using Mobile 

IP. Particularly needed in the art is a Mobile IP methodology and system that simplifies 
the configuration of the MN and the network infrastructure. Also needed is a Mobile IP 
network that provides MN functionality without unduly burdening the configuration of the 
MN. 

15 

SUMMARY OF THE INVENTION 

The invention provides a method and system for transmitting information 
between a computer and a server in Mobile Internet Protocol (IP). A particular 
embodiment of the invention provides a Mobile Internet protocol (IP) network comprising: 
20 a home network; a home agent (HA) provided at the home network; a base station (BS) 

broadcasting a pilot signal; a foreign agent (FA) provided at or associated with the BS; a 
mobile node (MN) (comprised of a client computer or device and a wireless modem or 



customer premise equipment (CPE) able to detect a new BS when moved within its range); 
a proxy mobile node (PMN) identifying the MN wherein the PMN is provided at the BS. 
The MN first detects a BS and sends the normal link layer messages to the BS identifying 
itself. The PMN within the BS retrieves Mobile IP information from a database based on 
the identity of the MN. This information includes an IP address for each of the MN, FA 
and HA plus other information needed to perform the mobile IP registration. The PMN 
sends a registration request to the FA on behalf of the MN, the FA relays the registration 
request to the HA, and the PMN is registered with the HA. In accordance with the 
invention, the MN functionality is provided transparently to the MN via the proxy mobile 
nodes. The network according to the invention further comprises a new base station (BS) 
and a new foreign agent (FA) provided at or associated with the new BS. A new PMN is 
provided at the new BS. If the MN then detects a new BS, it first sends the normal link 
layer messages to the new BS identifying itself. The new PMN within the new BS 
retrieves Mobile IP information from a database based on the identity of the MN. This 
information includes an IP address for each of the MN, FA and HA plus other information 
needed to perform the new mobile IP registration. The PMN sends a registration request 
to the new FA on behalf of the MN, the new FA relays the registration request to the HA, 
and the new PMN is registered with the HA. 

The invention further provides a method for transmitting information in a 
Mobile Internet Protocol (IP) network including a mobile node (MN), a base station (BS) 
and a home network, wherein a proxy mobile node (PMN) is provided at the BS, a foreign 
agent (FA) is provided at or associated with the BS, and a home agent (HA) is provided 




at the home network. An exemplary embodiment for the method in accordance with the 
invention comprises the steps of detecting the BS, identifying the MN by the PMN, 
retrieving from a database the MN's Mobile IP information including the IP address for 
each of the MN, FA and HA, sending a registration request to the FA by the PMN, 

5 relaying the request to the HA, registering the PMN with the HA, encapsulating the 

information into at least one Mobile IP packet, forwarding the Mobile IP packet to the FA, 
unencapsulating the forwarded IP packet into original data, and forwarding the original 
data to the destination in the Mobile IP network. The exemplary method according to the 
invention further comprising the steps of determining whether a new base station (BS) 

10 including a new proxy mobile node (PMN) is detected. If it is determined that a new base 

station is detected, then the method according to the invention further provides the steps 
of identifying the MN by the new proxy mobile node, retrieving from a database the MN's 
Mobile IP information including the IP address for each of the MN, FA and HA, sending 
a re-registration request to a new foreign agent (FA) associated with the new BS, relaying 

1 5 the re-registration request to the HA by the new FA, re-registering the new PMN with the 

HA, encapsulating the information into at least one Mobile IP packet, forwarding the 
Mobile IP packet to the new FA, unencapsulating the forwarded IP packet into original 
data, and forwarding the original data to the destination in the Mobile IP network. 

As described herein, the registration and re-registration with the HA 

20 associated with the home network are transparent to the MN, i.e., so that the MN itself is 

not required to implement the registration or re-registration with the home agent as it may 
be mobile, moving from one base station to the next. Instead the proxy mobile node at the 




base station takes care of this for each mobile node in the area of the base station. This 
significantly simplifies the configuration of the MN since no additional software needs to 
be installed for performing the MN functionality, thereby providing a method and system 
that performs the mobility functions of mobile IP transparently to the MN. 

5 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing and other advantages and features of the invention will 
become more apparent from the detailed description of the preferred embodiments of the 
invention given below with reference to the accompanying drawings, not necessarily drawn 
10 to scale, in which: 

Figure 1 is a block diagram generally illustrating a Mobile Internet Protocol 
(IP) network known in the art; 

Figure 2 is a flow chart illustrating a method for operating the Mobile IP 
network known in the art as shown in Figure 1; 
1 5 Figure 3 is a diagram illustrating an exemplary embodiment for the Mobile 

IP network in accordance with the invention; and 

Figure 4 is a flow chart illustrating an exemplary embodiment of the method 
for operating the Mobile IP network in accordance with the invention. 



20 DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Figure 3 is a diagram that illustrates a particular embodiment of the Mobile 
IP network in accordance with the invention, which device is similar to that in Figure 1 
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and given the same reference number. The exemplary Mobile IP network as shown 
comprises a home network 27 with a server 20 and a home agent (HA) 25 provided at the 
home network 27. The system further includes a base station (BS) 19 broadcasting a pilot 
signal through an associated radio tower 19A, a foreign agent (FA) 190 provided at or 
5 associated with the BS 19 and a proxy mobile node (PMN) 290. A proxy is a computer 

(or the software that runs on it) that performs a function on behalf of another computer (or 
the software that runs on it). A mobile node (MN) 10 is in the range of BS 19 and detects 
its pilot signal. 

The MN 10, as shown, comprises a personal computer (PC) 100 coupled 
10 with customer premise equipment (CPE) 101. The CPE 101 can be a wireless modem, 

radio, personal digital assistant (PDA) and a mobile telephone. 

The PMN 290 identifies the MN 10, retrieves from a database the MN's 
Mobile IP information including an IP address for each of the MN 10, FA 190 and HA 25, 
and sends a registration request to the FA 190. The FA 190 relays the registration request 
1 5 to the HA 25 , and the PMN 290 is then registered with the HA 25 . In accordance with the 

invention, the MN functionality is provided transparently to the MN 10 by the PMN 290. 
The database may be memory 295 which is part of the base station 19 or it may be located 
at any convenient position in the system. 

In addition to retrieving from a database 295 the IP addresses for the MN, 
20 FA and HA, the proxy mobile node 290 provided at the BS 19 can retrieve the care-of 

address (which is the IP address for the end of the tunnel, i.e., the destination of the 
encapsulation and transmission), the mobile- foreign security information (which is the 
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security association between the MN and the FA), the mobile-home security information 
(which is the security association between the MN and the HA), the identification field 
value (which is a 64-bit number used for matching registration requests and 
acknowledgments), the lifetime value (which is the number of seconds allowed from the 
5 original registration before the registration is considered expired), and the current lifetime 

value (which is the number of seconds remaining before the registration is considered 
expired). For instance, the lifetime value and the current lifetime value can be useful for 
the proxy mobile node which monitors the lifetime for each Mobile IP transmission or 
session. When the lifetime of the Mobile IP session is close to expiring, the PMN 290 

10 sends a new registration request to the HA via the FA to keep the registration current. 

The Mobile IP network according to the invention further comprises a 
further base station (BS) 17 with a further foreign agent (FA) 170 provided at the other 
BS 17. A new proxy mobile node (PMN) 270 is provided at BS 17. If the MN 10 moves 
into the position of MN 10' and detects the BS 17, the new PMN 270 sends the normal link 

15 layer messages to the BS 17 identifying itself. The new PMN 270 within BS 17 retrieves 

Mobile IP information from a database 275 based on the identity of the MN. This 
information includes an IP address for each of the MN 10, new FA 170 and HA 25 plus 
other information needed to perform the mobile IP registration. The new proxy mobile 
node 270 sends a registration request to the FA 170, the FA 170 relays the registration 

20 request to the HA 25, and the new PMN 270 is registered with the HA 25. 

The initial and all subsequent registrations with the HA 25 associated with 
the home network 27 are transparent to the MN 10, i.e., so that the MN itself is not 
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required to implement the registration with the home agent as it may be mobile, moving 
from the transmitting range of one base station to the next, e.g., from 10 to 10'. This 
significantly simplifies the configuration of the MN since no additional software needs to 
be installed for performing the MN functionality, thereby providing a method and system 
that performs the mobility functions of mobile IP transparently to the MN. The method 
of operating the system according to the invention is particularly useful in a wireless 
environment, where the radio frequency (RF) signaling and link layer messaging between 
the CPE (e.g. , the wireless modem) and the BS can be used as a trigger to the PMN of the 
BS to perform the MN functionality on behalf of the MN. This in essence provides the 
mobility functions of Mobile IP transparently to the MN. 

It is possible that after the new PMN 270 at a new location (BS 17) 
registers with the HA 25, and before the old PMN 290 is notified of the move, that the old 
PMN 290 re-registers with the HA 25 due to its lifetime value expiring. To avoid this race 
condition, the new PMN 270 can register two times at least 2 seconds apart when a new 
registration is performed at a BS. This should allow enough time for the old PMN 290 to 
be notified of the move and discontinue serving the MN 10. Alternatively, the new 
PMN 270 can delay registration with the HA until it is instructed that the old PMN 290 
has discontinued serving the MN 10. 

The MN functionality is advantageously provided to the MN in a transparent 
fashion, such that the MN may not be configured with the proper IP address for the home 
network domain. In accordance with the invention, the MN functionality can be provided 
to the MN transparently even if that the MN is unaware of the HA or what the home 
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network domain is. Such could be the scenario if the wireless service provider is utilizing 
Mobile IP within their own network to provide mobility, but has other means of assigning 
an IP address to the MN. For instance, the MN can be connected to a CPE (e.g., a 
wireless modem) that retrieves a valid IP address from the wireless service provider, e.g. , 
5 through proprietary messaging. The wireless service provider can locally store pools of 

IP addresses for each home network domain, or it could query the home network domain 
for an address using a standard protocol known in the art, such as RADIUS. Once 
retrieved, the CPE can assign this IP address to the MN through dynamic host 
configuration protocol or DHCP. DHCP is a TCP/IP protocol that enables a network 
1 0 connected to the Internet to assign a temporary IP address to a host automatically when the 

host connects to the network. Once the MN is configured with a valid IP address for the 
home network domain, the proxy MN can begin the registration process. The MN 
advantageously needs to be configured with the ability to retrieve an IP address through 
DHCP only. 

15 Figure 4 is a flow chart that illustrates an exemplary embodiment of the 

method for operating the Mobile IP network in accordance with the invention. The 
exemplary method according to the invention is herein described in conjunction with the 
exemplary Mobile IP network of Figure 3. 

As the BS 19 (through radio tower 19A) broadcasts a pilot signal (step 301), 
20 the MN 10 detects the pilot signal (step 303) as it is within the transmitting range of the 

BS 19. The PMN 290 provided at the BS 19 identifies the MN 10 (step 305), via normal 
link layer messages. The PMN 290 within the BS 19 retrieves Mobile IP information from 
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a database 295 based on the identity of the MN. This information includes an IP address 
for each of the MN 10, FA 190 and HA 25 (step 307) plus other information needed to 
perform the mobile IP registration. The PMN 290 sends a registration request to the FA 
190 (step 309). The FA 190 relays the registration request to the HA 25 (step 311), and 
the PMN 290 is then registered with the HA 25 (step 313). In accordance with the 
invention, the MN functionality is provided transparently to the MN 10 via PMN 290. 

Since the MN 10 is mobile, it determines whether it detects a new base 
station (step 315). If the MN 10 detects a new BS, then the control flow is directed to step 
317. If the MN 10 does not detect a new BS, then the control flow is directed to step 325. 

As the MN moves into the transmitting range of a new BS 17 (MN 10*), the 
new PMN 270 at the new BS 17 identifies the MN via a normal link layer. The new 
PMN 270 within the new BS 17 retrieves Mobile IP information from a database 295 based 
on the identity of the MN. This information includes an IP address for each of the MN 10, 
new FA 170 and HA 25 plus other information needed to perform the mobile IP 
registration. The new PMN 270 sends a registration request to the new FA 170 (step 317), 
the new FA 170 relays the registration request to the HA 25 at the home network 27 (step 
319) and the new PMN 270 is registered with the HA 25 (step 321). The registration is 
acknowledged (step 323). The control flow is then directed to step 325. 

In step 327, the Mobile IP Packet(s) are forwarded to the current agent 
(e.g., the FA 170 or the FA 190). For instance, if the MN remains in the transmitting 
range of the BS 19 (at MN 10), then the Mobile IP packet(s) are forwarded to the current 
agent, FA 190. If the MN is in the transmitting range of the BS 17 (at MN 10'), then the 
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Mobile IP packet(s) are forwarded to the current agent, FA 170. In step 325, the data 
being transmitted in the Mobile IP network are encapsulated into Mobile IP packet(s) at 
the current FA. The Mobile IP packet(s) are unencapsulated into original data (step 329) 
which are then forwarded to the destination, e.g., HA 25. 

5 Although the invention has been particularly shown and described in detail 

with reference to the preferred embodiments thereof, the embodiments are not intended to 
be exhaustive or to limit the invention to the precise forms disclosed herein. It will be 
understood by those skilled in the art that many modifications in form and detail may be 
made without departing from the spirit and scope of the invention. Similarly, any process 

1 0 steps described herein may be interchangeable with other steps to achieve substantially the 

same result. All such modifications are intended to be encompassed within the scope of 
the invention, which is defined by the following claims and their equivalents. 
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